From: Silvia Vivanco

Date: Friday, September 19, 2025

To: Board Ops Team, Pierre Dandjinou, Yaovi Atohoun, Bob Ochieng, Sally Costerton

Cc: Hadia Elminiawi, Bram Fudzulani, Russ Weinstein, Heidi Ullrich, Hervé
Hounzandji

Subject: ICANN 83 AFRALO-AFRICANN statement “Africa’s DNS Abuse Mitigation

Initiative” Empowering Stakeholders Across Ecosystems"

Dear Board support staff and colleagues,

On behalf of AFRALO’s chair Hadia El Miniawi, kindly find attached the joint ICANN 83 AFRALO-
AFRICANN Statement entitled “Africa’s DNS Abuse Mitigation Initiative”- Empowering
Stakeholders Across Ecosystems” which was discussed at the ICANN 83 Prague meeting.
AFRALO recently approved the statement for submission to the ICANN Board for information
purposes.

The statement affirms that the Domain Name System (DNS) is a key part of the Internet, and we
need to protect it from misuse. By supporting everyone involved from technical experts to
community groups and using global help while creating local solutions, Africa can improve its
cybersecurity. This collaboration can become a beacon for how shared responsibility leads to a
safer and more resilient Internet. AFRALO calls on ICANN, regional groups, and all stakeholders to
support African efforts for a safe, trusted, and strong Internet. Together, we can turn DNS abuse
into a chance for teamwork, new ideas, and building skills across Africa.

Kind regards,
Silvia Vivanco

Senior Manager, At-Large Regional Affairs
Website: atlarge.icann.org



http://atlarge.icann.org/

Joint AFRALO-AfrICANN Meeting

ICANN 83 Prague Policy Forum

9-12 June 2025,
Prague, the Czech Republic

-=-Statement -=-
TOPIC: "Africa’s DNS Abuse Mitigation Initiative: Empowering Stakeholders Across the Ecosystem"

Preamble

We, members of the AFRALO ICANN Community, who actively participated in the [CANNS3 meeting
during the joint AFRALO/AfrICANN session held on June 11, 2025, in Prague, engaged in thoughtful
dialogue and reflections on the topic: “Africa’s DNS Abuse Mitigation Initiative: Empowering
Stakeholders Across the Ecosystem.” Following lively and meaningful discussion, we offer the
following collective statement:

Background and Context

The increasing misuse of the Domain Name System (DNS), such as phishing, malware distribution,
botnets, pharming, and spam when it serves as a delivery mechanism for the other types of DNS abuse,
threatens trust in the Internet, particularly in emerging regions like Africa. As digital services proliferate
across the continent, DNS abuse undermines cybersecurity, hampers digital inclusion, and impedes the
growth of the digital economy.

While global efforts are underway to mitigate DNS abuse, Africa faces unique challenges, including
limited technical expertise, low public awareness, inadequate reporting mechanisms, insufficient
collaboration among stakeholders, and significant financial constraints. Many organizations operate
below the cybersecurity "poverty line," lacking the necessary resources to implement effective defenses
against cyber threats. This financial limitation hampers developing and deploying robust cybersecurity
infrastructures across the continent. Nevertheless, Africa is home to a resilient and diverse Internet
community that includes registries, registrars, civil society organizations, Mobile Network Operators,
Internet Service Providers, law enforcement agencies, academic institutions, and end-users. This
collective strength presents an opportunity to develop inclusive, community-led solutions tailored to
the continent's specific needs.

Recognition of ICANN and Community Efforts

We recognize ICANN’s commitment to addressing DNS abuse globally, including through the DNS
Abuse Mitigation Program, the Registrar Accreditation Agreement (RAA) enforcement mechanisms,
the Inferential Analysis of Maliciously Registered Domains (INFERMAL) project, and capacity-
building programs. We particularly appreciate ICANN’s regional engagement teams that support
African stakeholders with training and outreach. AFRALO acknowledges these initiatives and
emphasizes that their continued effectiveness in Africa depends on further adaptation to local realities.
This includes addressing persistent financial constraints that hinder the growth and sustainability of the
DNS industry on the continent. The 2023 Africa Domain Name Industry study indicates that most
registrars and ccTLD operators in Africa are barely breaking even, and as a result, lack the technical
and commercial capacity to grow without targeted investment and support. Tailoring ICANN’s
programs to address these limitations is critical to ensuring inclusive, impactful progress across Africa.

Empowering Stakeholders Across the Ecosystem




To effectively mitigate DNS abuse in Africa, we believe a multistakeholder, collaborative approach is
critical. Empowering stakeholders at every level, from governments and ccTLD registries to registrars,
civil society, technical communities, academia, and end-users, is the foundation for building a trusted
and resilient DNS ecosystem.

We propose the following recommendations to the ICANN Community and I[CANN:
1. Promote DNSSEC and DNS Ecosystem Security Best Practices

e Support the adoption of DNSSEC to protect users against cache poisoning and data integrity
issues.

e Provide technical guidance and resources for operators to implement DNSSEC and other
security measures.

2. Develop Clear Abuse Reporting Mechanisms

e Encourage African ccTLD registries and registrars to adopt and publish clear DNS abuse
policies and contact points.

e Promote the development of centralized, user-friendly abuse reporting platforms in local
languages.

¢ Enhance reporting of all incidences in a quarterly or monthly publication with wide circulation.

3. Strengthen Capacity and Awareness

¢ Organize region-specific workshops, simulations, and incident response training on DNS abuse
mitigation.

e Support local CERTs and CSIRTs with technical training on DNS monitoring and abuse
identification.

e Engage in public awareness campaigns to educate end-users about cyber hygiene and the
various forms of DNS abuse such as phishing and spam and how to recognize and prevent
them.

4. Empower Civil Society and End-Users

e Involve AFRALO members, At-Large Structures (ALSes), Individual users, NGOs, and
academia in policy dialogue and education efforts.

¢ Encourage end-users to report DNS abuse and actively participate in local Internet Governance
forums.

e Empower end users by increasing their education and awareness of DNS abuse forms to help
protect them from becoming victims

5. Encourage Regional Collaboration

o Foster partnerships between African registrars, registries, governments, and the private sector
for intelligence sharing and cooperative abuse mitigation.

e Work closely with organizations such as AfricaCERT and the Africa Union to strengthen cross-
border incident response coordination.

6. Advocate for Policy Development and Legislative Support

¢ Support the development of policies that strengthen DNS governance and mitigate DNS abuse.

¢ Encourage the alignment of national cybersecurity policies with ICANN’s global standards and
best practices.

¢ Encourage mechanisms for monitoring the implementation and compliance of DNS abuse
policies at the national and regional levels.



7. Encourage Data and Research

Promote evidence-based policy-making by encouraging data collection and analysis on DNS
abuse trends in Africa.

Partner with universities and research institutions to track abuse types, sources, and impacts
across the continent.

Conclusion

Africa is at an important moment. As digital growth increases, we must focus on improving security
and trust. The Domain Name System (DNS) is a key part of the Internet, and we need to protect it from
misuse. By supporting everyone involved from technical experts to community groups and using global
help while creating local solutions, Africa can improve its cybersecurity. This collaboration can become
a beacon for how shared responsibility leads to a safer and more resilient Internet.

AFRALO calls on ICANN, regional groups, and all stakeholders to support African efforts for a safe,
trusted, and strong Internet. Together, we can turn DNS abuse into a chance for teamwork, new ideas,
and building skills across Africa.

Drafting Team Composition (in alphabetic order)

NN R WD =

9

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

Abdul-Rafiu Fuseini, abdul-rafiu.fuseini(@ghanasig.org

Adebunmi Akinbo, akinbo.adebunmi@gmail.com

Adugna Necho Mulatu, adugna.necho@gmail.com

Allan Magezi, allanmagezi63 1 @gmail.com

Aziz Hilali, abdelaziz.hilali@gmail.com

Gloria Frimpomaah Amofah-Adjekum, gloria.amofah-adjekum@ghanasig.org
Hadia EL Miniawi, helminiawi@gmail.com

Hervé Sétondji Hounzandji, setondjih@gmail.com

Houda Chihi, houda.chihi@gmail.com

Joel Okomoli, Joelbdt@gmail.com

Kennedy Wabuge, kennedywabuge@gmail.com

Lavish Mawuena Mensah, lavishmensah.ig@gmail.com

Michel Tchonang, capdasiege(@gmail.com

Mrs. Maud Adjeley Ashong Elliot, maud.ashongelliot@upsamail.edu.gh
Omar Shuran, omar@isoc.ly

Patrick Kiiza, kiizapatrick6@gmail.com

Raymond Mamattah, mamattah.raymond@gmail.com

Samwel Kinuthia Kariuki, samkih1(@gmail.com

Seth Adjei Gyimah, sethadjeigyimah@gmail.com , Penholder

Tinuade Oguntuyi, tinuade.oguntuyi@gmail.com

Emmanuel Oruk, emmaoruk@gmail.com



mailto:abdul-rafiu.fuseini@ghanasig.org
mailto:akinbo.adebunmi@gmail.com
mailto:adugna.necho@gmail.com
mailto:allanmagezi631@gmail.com
mailto:abdelaziz.hilali@gmail.com
mailto:gloria.amofah-adjekum@ghanasig.org
mailto:helminiawi@gmail.com
mailto:setondjih@gmail.com
mailto:houda.chihi@gmail.com
mailto:Joelbdt@gmail.com
mailto:kennedywabuge@gmail.com
mailto:lavishmensah.ig@gmail.com
mailto:capdasiege@gmail.com
mailto:maud.ashongelliot@upsamail.edu.gh
mailto:omar@isoc.ly
mailto:kiizapatrick6@gmail.com
mailto:mamattah.raymond@gmail.com
mailto:samkih1@gmail.com
mailto:sethadjeigyimah@gmail.com
mailto:tinuade.oguntuyi@gmail.com
mailto:emmaoruk@gmail.com

	From.pdf
	FINAL AFRALO ICANN83 Statement[7][1].pdf

