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Introduction

Founded in 1998, the Internet Corporation for Assigned Names and Numbers (ICANN) is a
nonprofit, public benefit corporation responsible for globally coordinating the Internet’s unique
identifiers. Its responsibilities include overseeing domain names, allocating IP addresses,
managing protocol parameters, and coordinating the root server system. Together, these
functions help ensure the Internet remains stable, secure, and interoperable. By coordinating
the Internet's unique identifier systems, ICANN plays a crucial role in supporting the Internet's
continued expansion and evolution.

This submission to the European Commission’s Call for Evidence on an Action Plan against
online fraud is submitted by ICANN in accordance with its charter for engagement with
governments and standards bodies. ICANN welcomes the European Commission’s ambition to
reinforce coordination and improve cross-border and multistakeholder cooperation, reflecting
the inherently transnational nature of online fraud.

Online fraud represents a significant and evolving threat to citizens, businesses, and public trust
in the digital economy. Fraud schemes increasingly exploit social engineering, platform misuse,
and cross-border payment systems, resulting in significant harm and undermining confidence in
online services. Any effective response must be grounded in a clear understanding of where
risks originate, how they scale, and which interventions and parties are in a position to deliver
the greatest impact.

In addressing these challenges, it is important to distinguish between the core enablers of fraud
and ancillary technical components that play a more limited or indirect role. The role of domain
names and the Domain Name System (DNS) in relation to online harms should not be
overstated. The DNS is a general-purpose, neutral infrastructure that supports virtually all online
activity.

Measures to combat online fraud that focus disproportionately on DNS-level intervention risk
being over-inclusive or under-effective by addressing symptoms rather than the root causes of
the fraud. Fraud actors are highly adaptive and can readily shift between domains, hosting
providers, or communication channels. Moreover, most forms of online fraud do not originate at
the domain name or DNS level.

Interventions should therefore prioritise areas where fraud risk is most concentrated and where
effective, proportionate action can be taken. DNS-related action may play a complementary role
within a broader toolkit, particularly where there is clear, demonstrable abuse, but DNS-related
measures should not be positioned as a primary mechanism for combating online fraud.

As regards harm perpetrated through the DNS, ICANN and the ICANN community work to fortify
DNS protocol security and to address misuse of domain names, referred to as DNS Abuse.
ICANN'’s contribution to the European Commission’s Call for Evidence focuses on DNS Abuse.
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Systemic Approach to Online Harm
A. Shared Understanding of DNS Abuse

There are a broad range of behaviors and actions that contribute to online fraud. ICANN, in its
role of coordination of the Internet's unique identifiers, has focused its efforts on DNS security
and on a subset of activity, referred to as DNS Abuse, that specifically tries to address and
combat harm at the DNS layer. ICANN's submission focuses on DNS Abuse and how ICANN,
through its multistakeholder community, has engaged to define and combat such activity.

To support efforts to address DNS Abuse within its remit, ICANN has facilitated its
multistakeholder community in reaching a shared understanding of what constitutes such
abuse. Establishing this common understanding is essential for aligning actions across the
ecosystem and for clearly determining the boundaries of ICANN's role. Without a shared
definition, clarity on the scope of issues addressed within ICANN's mandate, and those that fall
outside it, would remain elusive.

DNS Abuse is not simply about “bad things on the Internet,” but reflects harm that arises from
misuse of domain names. Phishing exploits DNS resolution and user trust in domain names to
mislead Internet users about a site’s identity and induce them to disclose sensitive information,
while pharming, malware distribution, and botnets similarly exploits the DNS as an operational
mechanism to redirect traffic, control malicious infrastructure, or evade detection at scale.

By contrast, for unlawful or objectionable content such as hate speech, illegal gambling, or
copyright infringement, the harm arises solely from what is published at the endpoint rather than
how the DNS itself is used.

B. Definition of DNS Abuse within ICANN’s remit

DNS Abuse, as defined by ICANN, refers to:

1. Malware: Malware is malicious software, often installed or executed on a device without the
user’s consent, or inadvertently installed or executed, which disrupts the device’s
operations, gathers sensitive information, or gains access to private computer systems.
Malware includes viruses, spyware, ransomware, and other unwanted software.

2. Botnets: Botnets are collections of Internet-connected computers that have been infected
with malware and can be commanded to perform activities under the control of a remote
attacker.

3. Phishing: Phishing occurs when an attacker tricks a victim into revealing sensitive personal,
corporate, or financial information (e.g., account numbers, login IDs, passwords), whether
through sending fraudulent or look-alike emails, or luring end users to copycat websites.
Some phishing campaigns try to persuade the user to install malware.
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4. Pharming: Pharming is the redirection of unknowing users to fraudulent sites or services,
typically through DNS hijacking or poisoning. DNS hijacking can occur when attackers use
malware to redirect victims to the perpetrator's site instead of the one initially requested.
DNS poisoning causes a DNS server (or resolver) to respond with a false Internet Protocol
(IP) address. Phishing differs from pharming in that pharming involves modifying DNS
entries, while phishing tricks users into entering personal information.

5. Spam: Spam is unsolicited bulk email, where the recipient has not granted permission for
the message to be sent, and where the message is sent as part of a larger collection of
messages, all having substantively identical content. Spam is only considered to be DNS
Abuse when it is being used as a delivery mechanism for at least one of the other types of
DNS Abuse described above.

This set of harms was recognized by the ICANN Board as actionable elements of DNS Abuse
for ICANN, and aligns with the 5 April 2024 amendments to the Registrar Accreditation
Agreement (RAA)' and the Base Generic Top-Level Domains (gTLD) Registry Agreement?
regarding DNS Abuse mitigation obligations (DNS Abuse Amendments), which are discussed
more fully below. The amendments, which are intended to result in prompt and reasonable
mitigation actions that minimize the scope and intensity of the harm caused by DNS Abuse,
comprise contractual obligations that must be fulfilled by all ICANN-accredited registrars and
gLTD registry operators.

ICANN acknowledges the evolving nature of DNS Abuse and recognizes the need for ongoing
refinement of its definition. In the future, the multistakeholder community may decide to evolve
the definition. However, while efforts to define abuse continue, ICANN must limit its efforts to
those within its technical remit and may not impose restrictions on online content, which falls
outside of ICANN’s mandate under its Bylaws.

The DNS, as an addressing system, is a neutral technical layer that is vital for the proper
functioning of the Internet. It should not be treated as the primary tool for addressing abusive or
unlawful content distributed by websites or online services that use the Internet’s unique
identifiers. The DNS operates independently from the underlying websites or services through
which abuse occurs. Efforts to address online harm should therefore avoid undermining the
security, stability, and reliability of this essential infrastructure layer that is necessary for Internet
use.

Accredited registrars and gTLD registry operators (collectively, referred to as “contracted
parties”) may establish acceptable use and anti-abuse policies. These policies must include
prohibitions on using domain names for DNS Abuse, and may also contain further prohibitions
that exceed the obligations in ICANN agreements or policies, such as content restrictions. This
means that, even if an online harm is not within ICANN’s remit, and ICANN’s agreements do not
require a registry operator or registrar to take specific mitigation action, a contracted party may
still choose to do so. For example, many registry operators and registrars prohibit and

1 2024 Global Amendment to Registrar Accreditation Agreements
2 2024 Global Amendment to Registry Agreements
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voluntarily support takedowns to prevent child sexual abuse materials (CSAM) from being
available or distributed via domain names on their platforms.

It is also important to note that, depending on the nature of the abuse perpetuated through the
use of a domain name, ICANN'’s contracted parties may not always be the actors best
positioned to mitigate harm. In many cases, other participants in the Internet ecosystem, such
as hosting providers, financial service providers, cloud providers, content delivery network
providers, may play an equal or more significant role.

It is finally noted that Country code Top-Level Domains (ccTLDs) are not included in the
definition of contracted parties and, as such, are not captured within the scope of the DNS
Abuse amendments. They are subject to the enforcement of applicable obligations stemming
from national policies. Many country code Top-Level Domains also take voluntary action and
have developed mitigation strategies beyond what might be required by national policies.

C. 2024 DNS Abuse Amendments

Following extensive discussions on strengthening ICANN's approach to DNS Abuse, the
contracted parties and the ICANN organization negotiated targeted amendments to the Reqistry
Agreement (RA) and Registrar Accreditation Agreement (RAA) relating to DNS Abuse mitigation

obligations.

The amendments, which received broad support from ICANN'’s contracted parties, became
effective on 5 April 2024. The amendments introduce new requirements that require gTLD
registry operators and registrars to take action to stop or disrupt well-evidenced cases of DNS
Abuse. These amendments represent an important initial step in ICANN's efforts to support
DNS Abuse mitigation and demonstrate the community's ability to collaborate on practical,
consensus-based solutions that contribute to a secure and stable DNS.

Prior to the DNS Abuse Amendments, the RAA required registrars to take reasonable and
prompt steps to investigate and respond to any reports of abuse, including reports of illegal
activity. That obligation remains in place and continues to be actively enforced by ICANN. A
registrar’s obligation to investigate and respond applies broadly, including where a report may
involve content. However, registrars are not required to take action on a domain name in all
cases of reported abuse.

Any action taken by a registrar will depend on its own abuse policies, its assessment of whether
its Terms of Service have been violated, and the consequences those policies allow. In many
cases, a fully RAA-compliant response may involve referring the reporting party to the hosting
provider or website administrator, particularly where the registrar cannot reach a determination
regarding the content at issue. By contrast, where contracted parties have actionable evidence
of DNS Abuse, the DNS Abuse Amendments require the contracted party to take mitigation
actions to stop or disrupt the use of the domain name for DNS Abuse.
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ICANN’s DNS Abuse Mitigation Program

ICANN has established a DNS Abuse Mitigation Program to address aspects of DNS Abuse
that fall within ICANN’s remit and to support the ICANN community in mitigating harmful
activities associated with domain names.

By contributing data and expertise to fact-based discussions, enforcing the contractual
obligations with contracted parties, and providing tools to the ICANN community, ICANN
supports community-led efforts to address DNS Abuse. These activities also support ICANN’s
strategic objective of strengthening the security of the DNS, a core element of the current
ICANN Strateqic Plan.

A. Contributing Data and Expertise to Fact-Based Discussions

ICANN contributes data and technical expertise to support informed community discussions and
policy development. This includes releasing indicators and reports related to contractual
compliance and developing initiatives to monitor and assess DNS Abuse.

A. ICANN Domain Metrica: Launched in 2024, this project advances ICANN’s measurement
capabilities through a new, modular platform. Domain Metrica is designed to improve the
metrics and data shared with the ICANN community, enabling more informed
decision-making. The first module tracks aggregated and non-aggregated data on DNS
Abuse concentrations using data from a set of Reputation Block Lists (RBLs) for both
registrars and registries. It provides a more detailed insight into concentration patterns and
includes a dynamic dashboard with relevant statistics.

B. Research Projects: ICANN funds research initiatives such as the Inferential Analysis of
Maliciously Registered Domains (INFERMAL) study which examined the preferences and
practices of bad actors. By analyzing factors including registration attributes (e.g., pricing
and payment methods), proactive verification practices (e.g., contact validation), and
reactive security measures (e.g., abuse mitigation), the study identified patterns that may
help registrars and registries reduce the risk of malicious registrations. The final report
provides deeper insights into how malicious actors exploit domain registration systems.
ICANN has also published a report addendum, "Insights and Clarification on the INFERMAL
Study," which provides a deeper analysis and addresses potential misunderstandings or
misinterpretations of the findings. Other relevant publications and reports can be found at
the Security, Stability, and Resiliency Research team’s webpage.

B. Contractual Compliance and Enforcement

Through its Contractual Compliance function, ICANN monitors and ensures that contracted
parties adhere to abuse-related requirements in the RAA and all gTLD Registry Agreements
(RA).
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A. Requirements Enforcement: Since 5 April 2024, ICANN has been actively enforcing the
DNS Abuse mitigation requirements introduced by the DNS Abuse Amendments, while
continuing to enforce the abuse-related obligations that existed in the RA and RAA prior to
that date. Enforcement efforts follow two channels, which adhere to established procedures
to ensure thoroughness, fairness, and transparency:

a. Informal Process: Most cases are resolved through informal engagement. ICANN
contacts the contracted party, requests evidence of compliance or remediation, and
tracks the resolution. These actions are not public; they are reported monthly in

aggregate.

b. Formal Process: Where informal engagement does not resolve the issue, ICANN may
issue a lic Noti f Breach, which can lead to suspension or termination of the
agreement.

B. Complaints and Audits: Enforcement actions may arise from external complaints, certain
proactive enforcement activities, and_regular contractual audits. Completed Audits are
accompanied by reports that include key findings. See latest Registry Audit report here.

C. Transparency: ICANN publishes Contractual Compliance metrics and reports on complaints
received and their resolution. This includes monthly reporting on the number of reported
instances of the five forms of DNS Abuse and how they were addressed. Reports in an open
data format have also been recently launched.

D. Guidance for Complaints: ICANN has published "Submitting DNS Abuse Complaints To
ICANN: A Step-by-Step Guide", which provides clear instructions for submitting actionable
DNS Abuse complaints to ICANN.

Between 5 April 2024 and 5 December 2025, ICANN Contractual Compliance initiated 463
investigations related to the new DNS Abuse mitigation requirements. ICANN issued four
formal Notices of Breach. A fifth Notice of Breach was issued in January 2026 involving a
report about domains reported for cryptocurrency and investment-related scams, underscoring
a registrar’s obligation to reasonably investigate and respond to reports of other forms of
abuse. ICANN also launched targeted audits of registries and registrars, with a strong
emphasis on DNS Abuse requirements. As a direct result of our actions, nearly 22,000
malicious domain names were mitigated.

More importantly, ICANN’s enforcement efforts prompted multiple registrars and registries to
develop systems and processes for ongoing compliance that led to the mitigation of abuse in
hundreds of thousands of additional domains. It's impossible to quantify the full scope of harm
prevented by these measures implemented to comply with the new requirements; however, an
example of these actions can be found in a recent case study on the .TOP reqistry.
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C. Community Policy Development Process

In early 2025, the GNSO Council reconvened its DNS Abuse Small Team to re-examine DNS
Abuse mitigation in light of new developments, research, and data. The Small Team was tasked
with assessing this new information and advising whether additional mitigations were warranted.
The team concluded that further policy development, as a mechanism to introduce additional
requirements on contracted parties, was appropriate.

Based on the Small Team’s recommendation, the GNSO Council requested an Issue Report on
DNS Abuse Mitigation to examine potential gaps in existing mitigation measures. The Einal
Issue Report was delivered to the GNSO Council, enabling the GNSO Council to initiate two
Policy Development Processes (PDPs) on 11 December 2025.

The first PDP focuses on associated domain checks when a domain name is proven to be
engaged in DNS Abuse. The second PDP, to be initiated when resources allow, will examine
safeguards related to Application Programming Interface (API) access for new customers. The
GNSO Council’s Final Issue Report will also serve as a reference point for identifying future
DNS Abuse mitigation efforts.

Community Efforts and Initiatives

The topic of DNS Abuse is broad and complex, necessitating the involvement of the wider
community. Alongside ICANN'’s efforts, various parties within the ICANN community are also
addressing different dimensions of this problem. This section does not constitute an
endorsement of referenced activities and is not intended to be comprehensive. However,
it provides examples of how the wider community is engaged on this issue.

NetBeacon Institute

Founded in 2021, the NetBeacon Institute is dedicated to creating a safer Internet for everyone
by providing a world class, comprehensive, free suite of tools. We primarily focus on DNS
Abuse, defined by the domain industry as malware, botnets, phishing, pharming, and spam,
when used as a delivery mechanism. The work of the Institute falls under three pillars:
Innovation, Education, and Collaboration.

« Innovation — The Institute drives innovation in combating DNS Abuse through providing
recommended practices, offering practical, free solutions for registries and registrars of
varying sizes and resources, and funding DNS-related cybersecurity Research.

o Education — The Institute serves as a resource for all interested stakeholders who are
curious about DNS Abuse. This includes a comprehensive resource library of existing
information and practices, promulgating reporting standards, and publishing reports and
case studies.
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o Collaboration — The Institute serves as a networking forum and central resource for all
interested stakeholders, cultivating collaboration with technical, academic, and policy
organizations, registries, registrars, governments, and security researchers. Our
collaborative model enables all parties to be better equipped to fight DNS Abuse.

Messaging, Malware and Mobile Anti-Abuse Working Group (M3AAWG)

In January 2024, the Messaqing, Malware and Mobile Anti-Abuse Working Group (M3AAWG)
released a report on DNS Abuse prevention, remediation, and mitigation practices for registrars

and reqistries. This document is intended to provide concrete best practices for preventing or
mitigating malicious or compromised domains at the registry or registrar level.

Forum of Incident Response and Security Teams (FIRST) DNS Abuse Special
Interest Group

The EIRST DNS Abuse Special Interest Group (SIG) is a technical working group within the

Forum of Incident Response and Security Teams (FIRST) focused on understanding, detecting,
mitigating, and preventing abuse of the DNS; the SIG aims to create a common operational
definition and language around DNS abuse, develop classification schemes and stakeholder
cooperation frameworks, produce resources like the DNS Abuse Techniques Matrix to guide
incident responders and security teams, and outline best practices and tools to strengthen
global DNS security and resilience.

The DNS Abuse Techniques Matrix v1.1 is a practical resource designed to help incident
responders and security teams address real-world DNS abuse incidents by listing common
techniques used and mapping these to the stakeholders who are in a position to detect,
mitigate, or prevent those techniques; the matrix is organized so responders can quickly identify
which parties might assist in handling a specific form of DNS abuse during an incident.
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Conclusion

ICANN'’s approach to DNS Abuse reflects its long-standing commitment to operating within a
clearly defined and limited technical remit, focused on maintaining the security and stability of
the DNS.

Through its contracts with gTLD registries and registrars, ICANN has established enforceable
obligations to address well-defined forms of DNS Abuse within that remit. Work to further refine
and strengthen these contractual obligations continues through ICANN’s multistakeholder
governance processes.

ICANN complements its policy development efforts with active contractual compliance
monitoring and enforcement, alongside the provision of data, analysis, and subject-matter
expertise to support informed decision-making across the community.

ICANN brings together the community to enable discussions around DNS Abuse and evolve
them into policy development processes resulting in actionable outcomes. This approach
enables proportionate and effective mitigation of DNS Abuse without overreach, reinforces the
multistakeholder model, and ensures that responsibility for addressing online harm is
appropriately shared among relevant actors. Doing so helps protect the security and stability of
the DNS while contributing to meaningful harm reduction for citizens and businesses.

ICANN welcomes initiatives that strengthen collaboration and information sharing and stands
ready to support such initiatives within its mandate. ICANN encourages all actors, including the
EU, to continuously engage in the discussions and policy development processes, in order to
collectively tackle DNS abuse at a global scale.
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