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1. Summary

During ICANN83, the ICANN Board requested a policy alignment analysis for the Registration
Data Request Service (RDRS) to determine how current policy implementation, existing policies,
new policies, or some combination of all three can be aligned to support key components the
Board and community have identified as important for a long-term solution for requesting access
to generic top-level domain (gTLD) nonpublic registration data. This document highlights issues
of importance that the Board has identified to continue to build on the community conversation.
These include (1) mandatory registrar participation, as presumed under most adopted
consensus policies; (2) a requirement for registrars with affiliated privacy and proxy services to
also respond to RDRS requests for underlying privacy/proxy customer contact data as part of
their disclosure decision process; (3) better integration for registrars’ systems and requestors’
systems with the request portal; (4) inclusion of service level agreements (SLAs) that require
registrars to provide substantive responses to disclosure requests on an agreed timeline for
urgent requests; (5) accreditation/authentication for law enforcement authorities with a phased
approach for federated authentication for other user groups to facilitate urgent request
responses; and (6) operational options for country code top-level domains (ccTLDs) to
voluntarily participate in the RDRS or a successor system.

This analysis outlines a possible road map to align policy recommendations for an enhanced
system and explores whether existing policy work on privacy and proxy services, urgent
requests, and other relevant procedures can be aligned with future work on RDRS. The Board's
expectation is that the community will build on existing policies and implementation, potentially
with new policy development or revisions to existing recommendations, to achieve a successful
long-term solution for requesting registration data.The Board has published this analysis to
solicit community input, which in turn would inform future discussions between the ICANN
Board and Generic Names Supporting Organization (GNSO) Council as they assess the work of
the Privacy and Proxy Services Accreditation Issues (PPSAI) IRT and Registration Data
(RegData) Policy IRT, and begin to discuss the consensus policy recommendations for a
System for Standardized Access/Disclosure (SSAD) outlined in the Final Report of the
Temporary

Specification for gTLD Registration Data Phase 2 Expedited Policy Development

Process Report (EPDP Phase 2 Final Report).

2. Purpose

This discussion paper aims to encourage community discourse on RDRS-related policy
alignment and help shape a possible vision for the future of gTLD nonpublic registration data
disclosure. It outlines which policy requirements currently apply and areas where more clarity is
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needed. The analysis is structured to present an overview of ongoing work, identify possible
gaps, propose a path forward, and illustrate alignment with the RDRS Standing Committee’s
recommendations to the GNSO Council. The paper also includes suggested next steps needed
to ensure that the long-term solution for requesting gTLD nonpublic registration data disclosure
incorporates the identified requirements.

3. RDRS-related Policy Issues

3.1 SSAD Policy Recommendations

Current Work

The ICANN Board, RDRS requestors, and other community members, including the GNSO
Standing Committee, have requested that the RDRS continue as a central system for
requesting disclosure of gTLD nonpublic registration data. The ICANN Board specifically
indicated it would like ICANN org to continue operating RDRS once the pilot ends in November
2025 while the Board and GNSO Council discuss the SSAD policy recommendations and the
RDRS Standing Committee Findings Report. The system is proposed to be maintained in its
current form, and ICANN org will continue working with the Public Safety Working Group
(PSWG) Law Enforcement Authentication Practitioner's Group on an authentication solution for
law enforcement users to submit urgent requests.

Identified Gaps

The RDRS was envisioned as a lightweight version of the SSAD, as outlined in the WHOIS
Disclosure System Design Paper, and does deviate from the SSAD in several ways. In
particular, the RDRS does not include the following:

Central or governmental accreditation authorities.

Accreditation of requestors.

Identity verification of requestors.

An abuse investigator.

A billing function or any fees for use.

Any obligation or expectation of automated processing of certain requests by contracted
parties.

e Mandatory participation by ICANN-accredited gTLD registrars or registries.

The GNSO Standing Committee’s findings report provides an assessment and evaluation of
RDRS as compared to the EPDP Phase 2 Recommendations for SSAD, along with lessons
learned during the pilot and recommendations for the GNSO Council.

ICANN | Registration Data Request Service Policy Alignment Analysis | 30 October 2025 | 4


https://www.icann.org/en/system/files/files/whois-disclosure-system-design-paper-13sep22-en.pdf
https://www.icann.org/en/system/files/files/whois-disclosure-system-design-paper-13sep22-en.pdf
https://itp.cdn.icann.org/en/files/generic-names-supporting-organization-council-gnso-council/rdrs-sc-council-report-19-08-2025-en.pdf

In addition, the ICANN Board and community have discussed the following enhancements as
necessary for RDRS or a successor system:

e Mandatory participation of gTLD registrars in line with policy recommendations from the
EPDP.

e Development of an authentication/accreditation mechanism for law enforcement users in
parallel with the Board-GAC-GNSO Council discussion on a timeline for processing
urgent requests.

e Development of requirements for an Application Programming Interface (API) for
requestors and registrars.

e Consistency in policies related to nonpublic registration data for domains registered
under privacy/proxy providers and policy development to require the participation of
registrar-affiliated privacy/proxy service providers in RDRS.

e Service level agreements (SLAs) that require registrars to provide substantive responses
to disclosure requests on an agreed timeline.

e Providing operational options for voluntary ccTLD participation in RDRS.

Path Forward

The GNSO Council will consider the RDRS Standing Committee’s findings report
recommendations when discussing each SSAD policy recommendation for suitability or future
policy work. The Council may consider ensuring that policy work on privacy/proxy data
disclosure and the timeline for urgent requests is coordinated and related requirements are
aligned and consistent with one another.

In terms of law enforcement authentication, the GNSO Council may also consider whether
modifications are needed for SSAD Recommendations 1, 2, and 9, related to federated
authentication and as it relates to the PSWG’s work on a law enforcement authentication
mechanism. For example, the recommendations may focus less on prescriptive functionality and
more on ensuring that contracted parties can accurately identify law enforcement requestors
and the jurisdictions they represent.

RDRS Standing Committee Alignment

The Standing Committee’s report is generally aligned with the proposed path forward for
addressing SSAD policy recommendation gaps and supports the following:
1) Maintaining RDRS beyond the pilot’'s two-year term until a long-term solution is available
to ensure there is no gap in service for legitimate requestors and to serve as a
foundation for the long term solution. The report also notes that optional registrar
participation in the RDRS pilot may have contributed to reduced participation by
requestors and ensuring broader participation could improve requestor participation and
satisfaction.
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2) Adding an Application Programming Interface (API) integration for both requestors and
registrars to streamline data exchange between users and RDRS, noting that no further
policy work is required for implementation.

3) Allowing optional participation for ccTLDs using RDAP.

4) Including authentication of specific user groups, beginning with law enforcement, which
is in contrast to the SSAD Recommendation 1 that all requestors be authenticated. In
addition, the report notes the ongoing work of the Governmental Advisory Committee’s
(GAC) Public Safety Working Group (PSWG) in identifying existing law enforcement
authentication tools and discussions with ICANN org on whether and how these tools
can be integrated into RDRS.

3.2 Disclosure of Privacy/Proxy Customer Data
Current Work

ICANN org is currently working with an IRT to explore whether the original PPSAI
recommendations may still be implemented, in whole or in part, and, if so, how they may be
implemented. One of the key questions the org is working to address with the IRT is whether
and how the existing recommendations can be aligned with subsequent work on the RDRS,
Registration Data Policy, and other existing procedures.

The IRT submitted responses to PPSAI Threshold Questions to theGNSO Council and
requested additional guidance, including a paper on alignment of disclosure frameworks with
existing work/procedures for RDRS, Registration Data Policy (EPDP Phase 1), and SSAD policy
recommendations (EPDP Phase 2), on 4 August 2025. The GNSO Council tasked a PPSAI
Small Team with drafting and socializing responses to the IRT within the GNSO prior to
discussion by the Council at ICANN84.

Identified Gaps

The PPSAI policy recommendations approved in 2016 do not include general requirements for
disclosure requests. The Final Report does contain an lllustrative Disclosure Framework for
Intellectual Property Requests, including process steps and timelines. One of the IRT’s current
questions to the GNSO Council is whether this framework is intended to serve as a policy
requirement, or whether it was intended to be used as implementation guidance to help align
with more recent processes such as SSAD, RDRS, or a successor system.

The Registration Data Policy (EPDP Phase 1) provides that:

For Registered Names using an Affiliated or Accredited Privacy or Proxy service,
Registrar and Registry Operator MUST Publish the full Registration Data of the Privacy
or Proxy Service, which MAY also include the existing privacy or proxy pseudonymized
email.
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The Registration Data Policy does not contain any provisions relating to disclosure requests for
privacy or proxy service customer data.

The RDRS is currently voluntary and it is envisioned that future work on the SSAD would
establish requirements for contracted party processing of disclosure requests. However, when
considering how to leverage RDRS or a successor system for disclosure of underlying data with
privacy and proxy services, it is important to note that no policy currently exists that provides
requirements that apply to disclosure requests for proxy or privacy service customer data.

Path Forward

Given there is no current policy that requires privacy or proxy providers to use RDRS, SSAD, or
other systems, and there is no such requirement in the PPSAI Final Report, additional policy
work would be required to effect this. The GNSO Council may include proxy and privacy use
cases if they choose to revisit the EPDP Phase 2 recommendations together to ensure there is
a coordinated effort to streamline the processes, criteria, and tools used to request access to
nonpublic data concerning domain name users (both registered name holders under RegData
Policy, and privacy and proxy service customers under the PPSAI recommendations). It is
important to note that this effort, if undertaken, could establish streamlined processes but will
not affect the determination of which data is disclosed in a given case. As is the case today, the
recipient of the request, whether a registrar, registry operator, privacy or proxy service provider,
must consider the request in light of its own applicable laws and policies.

RDRS Standing Committee Alignment

The Standing Committee’s report recommends the GNSO Council consider additional policy
development related to data disclosure for privacy and proxy customers, but does not prescribe
how the work should occur and also notes that the need for further policy work does not prevent
registrars from voluntarily offering to disclose data for their affiliated privacy or proxy service
customers.

3.3 Response Timeline for Urgent Requests

Current Work

ICANN org has held a series of discussions on a timeline for Urgent Requests of Lawful
Disclosure with the Registration Data Policy (EPDP Phase 1) IRT in light of the following factors:
e The GAC's two-track proposal to develop such a mechanism, and resume timeline
discussions within the EPDP Phase 1 IRT.
e The agreement among the Board, the GNSO Council, and the GAC during their second
trilateral meeting to resume implementation work on Recommendation 18 of the EPDP
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Phase 1 Final Report, specifically related to identifying an appropriate timeline for
responding to urgent requests for lawful disclosure.

e The GNSO Council |etter to ICANN org on 27 March 2025 requesting the Registration
Data IRT resume meetings in the near future.

As a result of the IRT discussions, the Registrar Stakeholder Group, Registries Stakeholder
Group, and GAC have each submitted Urgent Request response time proposals for IRT
consideration. ICANN org held an additional IRT session to discuss the proposals received.
ICANN org considered the input received from the IRT regarding the proposals and drafted
language which combined various elements of each proposal for IRT consideration. ICANN org
will hold additional IRT sessions to discuss ICANN org’s draft language with the aim to align on
a path forward on the Urgent Requests timeline.

Identified Gaps

Lack of Timeline on Urgent Requests:

The EPDP Phase 1_Recommendation 18 (Rec 18) anticipated "a separate timeline for
responses to urgent requests for lawful disclosure of non-public registration data" and indicated
that the response time and criteria would be established during implementation. The relevant
section reads that a:

"separate timeline of [less than X business days] will be considered for
the response to 'Urgent' Reasonable Disclosure Requests, those
Requests for which evidence is supplied to show an immediate need for
disclosure [time frame to be finalized and criteria set for Urgent requests
during implementation]."”

Numerous discussions within the IRT did not result in agreement on a separate timeline for
urgent requests to be incorporated into the Registration Data Policy. As a result, the Registration
Data Policy was published on 21 February 2024 (and will take effect on 21 August 2025) without
provisions related to the requirements for consideration of and responses to urgent requests,
while the discussions on urgent requests continued.

It is important to note that the Registration Data Policy (EPDP Phase 1) requires registrars and
registries to respond to disclosure requests “without undue delay, but no more than thirty (30)
calendar days from acknowledgement absent exceptional circumstances.” The policy gap in the
current Registration Data Policy is the absence of a separate timeline for urgent requests.
There is no such policy gap in the SSAD (EPDP Phase 2) recommendations, which do contain
separate timelines for urgent requests. Were SSAD to be implemented, or a similar
recommendation carried over to a required RDRS, this gap could be resolved.

Lack of Enforcement Mechanism:
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During the Board's review of the urgent request issue, it identified that a legally sufficient
cross-border system to validate law enforcement entities does not exist, and noted that such a
gap could lead to longer review times for urgent requests. To address this concern, as part of a
two-track approach, the GAC proposed an authentication track to explore possible solutions to
create an authentication system. In addition to this authentication system, the GAC suggested
that discussions around the response time of an urgent request should occur with the
assumption that an authentication mechanism is in place.

Since the Urgent Requests timeline being discussed for the Registration Data Policy is
dependent on the establishment of an authentication mechanism, the availability of the
authentication mechanism is a prerequisite to enforcement of response times to urgent
requests.

Although the PSWG is developing the authentication mechanism together with ICANN org, it
has not yet been part of a policy recommendation that could be considered by the Board.
Further, any authentication mechanism developed into RDRS would be incorporated as part of
the voluntary pilot program and will not establish contractual requirements until such policy is
developed and implemented.

Enforcement of potential requirements regarding a separate urgent request timeline will remain
a challenge until an authentication mechanism can be established via the appropriate policy
implementation process. This would include defining what it means to be an "authenticated
requestor," how that authentication may occur, and who will have access to the system. In the
interim, contracted parties will benefit from information related to who may access any interim
authentication mechanism.

Path Forward

Given that there is no adopted policy recommendation to establish and implement the
authentication mechanism that is being created by the community, the GNSO Council may
include establishing an authentication mechanism and its associated requirements via policy as
part of its overall consideration on how to streamline PPSAI and RDRS work including how the
Urgent Request timeline identified in the Registration Data Policy IRT can align with the PPSAI
work regarding priority levels in the disclosure frameworks. It is important to note that during its
December 2024 meeting, the GNSO Council discussed the existing policy recommendation
from the EPDP Phase 2 (SSAD), which provides a timeline of 1 business day not to exceed 3
calendar days as the response timeline for urgent requests. The Phase 1 IRT discussed this
timeline, but ultimately noted it could not accept it given the SSAD recommendations were to be
considered a package that includes authentication/accreditation. However, if the ICANN Board
were to approve the Phase 2 or other policy recommendation on the timeline for urgent
requests, alignment between the Registration Data Policy and the RDRS or successor system
could be achieved.

RDRS Standing Committee Alignment
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The Standing Committee’s findings report proposes modifying SSAD Recommendation 6 to
address Urgent Requests, as defined in EPDP Phase 1 Recommendation 18, by preserving the
defined priority levels but modifying its application, and listing the technical and policy
prerequisites for handling such requests in RDRS or a successor system.

3.4 Other Identified Issues

Policy work in the ICANN community on Internationalized Domain Name (IDN) Variant TLD
Implementation Recommendations has established the “same entity principle,” such that, for
example, IDN variant TLDs have the same registry operator and that IDN variant domain names
have the same registrant. In terms of registration data access considerations, requirements may
need to address, for example, whether (1) a request for registration data for one IDN variant
domain name in a set means the requestor receives the data for all names in the set; (2) a
requestor is able to know what names are in the IDN variant set. There is no guidance on this in
the current EPDP recommendations, and discussions on the IDN Variant TLD implementation
recommendations are ongoing. The relevant policy recommendations are not yet approved by
the Board, however, should these recommendations be adopted, this is an issue area that may
arise for discussion within an Implementation Review Team.

4. Possible Next Steps

As next steps, the ICANN Board and GNSO Council may consider the proposed paths in the
chart below to the align the RDRS-related policy gaps with the Board and community’s
requested enhancements for RDRS or successor system to provide a clear vision for requesting
nonpublic registration data disclosure, and facilitate community discourse.

Road Map for Aligning RDRS-Related Policies with the ICANN Board’s Proposed
Enhancements for RDRS

Proposed Enhancements for | Proposed Path For Closing RDRS-related Policy Gaps

RDRS
Mandatory Registrar RDRS Standing Committee Alignment:
Participation in RDRS The Standing Committee's Council report supports broader

registrar participation to increase requestor participation and
improve user satisfaction. The GNSO Council could consider the
Standing Committee's report recommendations when discussing
each SSAD policy recommendation for suitability or future policy
work

Proposed Path for Policy Alignment:
The GNSO Council may need to ensure policy work on
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privacy/proxy data disclosure and the timeline for urgent requests
is coordinated and related requirements are aligned and
consistent with one another. Adoption of consensus policy
recommendations would make participation binding for
Contracted Parties. The recommendations may be amended to
indicate applicability only to registrars and to specify that the
recommendations pertain to the RDRS implementation.

Policy References:

Registration Data Policy Section 10.5. "Registrar and Registry
Operator MUST... “respond without undue delay, but no more
than thirty (30) calendar days from acknowledgement absent
exceptional circumstances.” EPDP Phase 2 presumes
participation by all Contracted Parties, once the policy
recommendations are adopted by the ICANN Board, and ICANN
org implements the recommendations."

Proxy information held by
registrar’ affiliated Proxy
Providers

RDRS Standing Committee Alignment:

The RDRS Standing Committee's report recommendation #4
suggests the GNSO Council consider additional policy
development related data disclosure for privacy and proxy
customers, but does not prescribe how the work should occur.

Proposed Path for Policy Alignment:

There is no current policy that requires proxy providers to use
RDRS, SSAD, or other systems, and there is no requirement in
the PPSAI Final Report, additional policy work is required. The
GNSO Council may need to ensure policy work on privacy/proxy
data disclosure and the timeline for urgent requests is coordinated
and related requirements are aligned and consistent with one
another. The Council may include proxy and privacy use cases in
the effort to revisit the EPDP Phase 2 recommendations together
to ensure there is a coordinated effort to streamline the
processes, criteria, and tools used to request access to nonpublic
data concerning domain name users (both registered name
holders under Reg Data Policy, and proxy service customers
under the PPSAI recommendations).

Policy References:

Policy references:

Reg Data Policy implementation notes indicate that policy applies
to affiliated privacy and proxy service providers once the Privacy
Proxy Service Accreditation Policy is implemented. EPDP Phase
2 does not contemplate disclosure requirements for domains
registered under proxy service providers.

API for Registrars

RDRS Standing Committee Alignment:
The RDRS Standing Committee’s report supports implementation
of an API for registrars in recommendation #3.
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Proposed Path for Policy Alignment:

Policy recommendations are not required for implementation of an
API for registrars. Absent clear requirements for a long-term
solution, ICANN org would have to assess the costs and
resources associated with developing an API during the
maintenance period based on the current use case. ICANN is also
exploring alternatives to an API that may allow for easier
integration between registrars’ existing ticketing systems and
RDRS.

Policy References:
There are no policy recommendations or guidance specific to
registrar use of an API.

API for Requestors

RDRS Standing Committee Alignment:
The RDRS Standing Committee’s report supports implementation
of an API for requestors in recommendation #3.

Proposed Path for Policy Alignment:

Policy recommendations are not required for implementation of an
API for registrars. Absent clear requirements for a long-term
solution. ICANN org would have to assess the costs and
resources associated with developing an API during the
maintenance period based on the current use case. ICANN is
currently working with the Public Safety Work Group on an
authentication solution to integrate with law enforcement’s existing
systems.

Policy References:

Implementation guidance in EPDP Phase 2 Recommendation #3
notes that an API for requestors ought to be considered: “While
the mechanism to collect and place this data into a request (be it
a web form, an API or similar) is not specified by this policy, the
offering of pre-populated fields, tick boxes and/or dropdown
options should be considered.”

Phased Federated
Authentication

RDRS Standing Committee Alignment:

The RDRS Standing Committee’s report recommendation #2
supports including authentication of specific user groups,
beginning with law enforcement.

Proposed Path for Policy Alignment:

GNSO Council may consider modifications to the existing Phase 2
recommendations to limit the scope of authentication to law
enforcement. The Council may also consider whether
modifications are needed for SSAD Recommendations 1, 2, and
9, related to federated authentication and the authentication
mechanism for law enforcement, and could adjust the
recommendations to focus less on prescriptive functionality and
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more on ensuring that contracted parties can accurately identify
law enforcement requestors and the jurisdictions they represent.

Policy References:

EPDP Phase 2 Recommendation #1 recommends the
establishment or selection of a central Accreditation Authority, that
can accredit users globally. Recommendation #2 requires a
separate accreditation process for governmental entities that will
facilitate decisions for contracted parties before granting access to
data. Note: Recommendation #9 assumes "automated processing
for some requests, including law enforcement requests (if
technically and commercially feasible and legally permissible)."

Service level agreements
(SLAs) that require registrars
to provide substantive
responses to disclosure
requests on an agreed
timeline

RDRS Standing Committee Alignment:

The RDRS Standing Committee’s findings report proposes
modifying SSAD Recommendation 6 to address Urgent Requests,
as defined in EPDP Phase 1 Recommendation 18, by preserving
the defined priority levels but modifying its application.

Proposed Path for Policy Alignment:

GNSO Council may consider modifications to EPDP Phase 2
Recommendation #6 to align with the current work of the Reg
Data Policy IRT on Phase 1 Recommendation #18 related to the
urgent request response timeline. Given that there is no adopted
policy recommendation to establish and implement the
authentication mechanism that is being created by the community,
the Council may include establishing an authentication
mechanism and its associated requirements via policy as part of
its overall consideration on how to streamline PPSAI and RDRS
work including how the Urgent Request timeline identified in the
Registration. The Data Policy IRT can align with the PPSAI work
regarding priority levels in the disclosure frameworks.

Policy References:

EPDP Phase 1 Recommendation #18 references a timeline for
urgent requests. EPDP Phase 2 Recommendation #10 outlines
the Service Level Agreements (SLAs) for response times
(between 3 and 10 business days for non-urgent requests). SLAs
are also referenced in Recommendations #4, and #5 related to
urgent requests. EPDP Phase 2 Recommendation #6 which
defines priority levels as p1 = Urgent Requests; p2 = ICANN
Administrative Proceedings; and p3 = All other requests, indicates
that the system must support “urgent’ disclosure requests and
requires that Contracted Parties must publish their standard
business hours, business days, and accompanying time zone in
the portal system.

Country Code Top-Level
Domain (ccTLD)

RDRS Standing Committee Alignment:
The RDRS Standing Committee’s report recommendation #3
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Participation

supports optional participation for ccTLDs using RDAP.

Proposed Path for Policy Alignment:

Policy recommendations are not required for ccTLD participation
in RDRS or a successor system. ccTLDs registration data
elements and processing may differ from and not be compatible
with the standardized data elements in gTLDs supported by
RDRS. Only ccTLDs using RDAP would be eligible to participate.

Policy References:
Country-code top level domains (ccTLDs )are not subject to
Consensus Policy adherence.

5. Timeline for Ongoing Work

The timeline below displays the multiple lanes of community work related to the policy work and
other implementation areas described in this paper.

(All dates and date ranges listed are purely indicative)

Q3

2025 2026

Q4 Q1

ICANNSA

Urgent Requests:

Dublin

*|Registration Data Policy: IRT Urgent Request respense timeline discussions

Deliver Threshold
Questions Report to
GNSO Council

PPSAIIRT + hueus

RDRS Standing
Committee sends
Findings Report to

RDRS Standing
Committee completes

Findings Report GNSO Council
RDRS SC RDRS Standing Committee
30 July Findings Report public 25-30 November
comment period (estimated) RDRS 2-year,
15-30 August 30 September pilet ends.
27 Novambe

[ GNSO Council

_|PPSAI: Possible GNSO Council Small Team to recommend nex decision on next
. steps

GNSO Council Wy ‘ steps for PPSAI

h (estirqated).

Board

LEA email demain
validation

implementation for

RDRS (estimated) |

[RDRS: GNSO Council
discusses Standing
Committee Findings

Report with the

1 1cANN Board
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Appendix: Background

The adoption of the Temporary Specification for gTLD Registration Data (Temporary
Specification) in 2018 prompted the start of a two-phase expedited policy development process.
Phase 1 concluded in 2019 and the Board adopted the recommendations, which resulted in the
Registration Data Policy. Phase 1 focused on assessing the Temporary Specification to
determine which registration data elements ICANN’s contracted parties must collect, retain, and
publish. Phase 1 also put into place new requirements for contracted parties that receive
requests for disclosure of nonpublic registration data, pending further work on this matter. Phase
2 focused on how third parties with a legitimate interest may request disclosure of nonpublic
registration data, and how ICANN’s contracted parties must assess and consider those
requests.

The Phase 2 team produced the EPDP Phase 2 Final Report with 18 recommendations
outlining a System for Standardized Access/Disclosure (SSAD). Following the Board’s receipt of
the approved_recommendations from the GNSO Council, the ICANN Board directed ICANN org
to produce its first Operational Design Assessment, which determined that an SSAD as
recommended would have a wide range of costs and an indeterminate demand. Consequently,
following discussion with the GNSO Council and the broader ICANN community, the ICANN
Board directed ICANN org to implement the RDRS.

ICANN org launched RDRS on 28 November 2023 with the intention of operating the service for
up to two years. This was a result of the ICANN Board’s direction to ICANN to analyze usage
and demand of a system that handles requests for generic top level domain (gTLD) nonpublic
registration data. The purpose of the RDRS is 1) to collect system usage data to inform the
future discussion between the GNSO Council and the ICANN Board on the currently paused
Policy Recommendations outlined in the EPDP Phase 2 Final Report , and 2) to provide a
cost-effective system that will simplify the process for submitting and receiving requests for
gTLD nonpublic registration data for both the requestors and registrars.

The ICANN Board and community began to discuss next steps regarding the future of the
RDRS during ICANN81, including the future of the GNSO consensus policy recommendations
concerning an SSAD, the impact of the PPSAI IRT policy work on disclosure of privacy/proxy
data, and the two tracks of work of the RegData Policy IRT on a response time for urgent
requests and law enforcement authentication. The GNSO Council during its meeting on 13
November 2024 also discussed whether it would be appropriate for the Council, following
receipt of the GNSO Standing Committee’s findings and recommendations, to reconsider the
approved 18 policy recommendations from the EPDP Phase 2 Final Report, which
recommended the development and implementation of an SSAD. The Council concluded that
either revising or otherwise revisiting the approved SSAD recommendations would be the best
next step.
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Proxy and Privacy Services and the RDRS

The GNSO recommended that a Privacy and Proxy Services Accreditation Program should be
established to accredit privacy and proxy’' service providers and include obligations for how
these services are offered and how privacy and proxy customer data is processed. The
recommended program will replace the 2013 Registrar Accreditation Agreement (RAA)
Specification on Privacy and Proxy Registrations that contains requirements for privacy and
proxy service registrations offered through registrar affiliates and registrar resellers accredited
under the 2013 RAA.

In addition to the SSAD recommendations, the EPDP Phase 2 Final Report provided a set of
“Priority 2” recommendations, including recommendation 19 which prescribes that:

1. registrars (and where applicable, registries) must include the full RDDS data of the
applicable privacy/proxy service in response to an RDDS query, where data associated
with a natural person is masked;

2. once ICANN org has implemented a privacy/proxy service accreditation program,
recommendation 19, once in effect will replace or supersede EPDP Phase 1
recommendation #14, and

3. when a domain registration is executed via an affiliated and/or accredited privacy/proxy
provider, that data must not be both redacted and privacy/proxied.

These recommendations were incorporated into the Registration Data Policy based on the
EPDP Phase 1 recommendations.

The ICANN Board adopted the recommendations in the GNSO Privacy and Proxy Services
Accreditation Issues (PPSAI) PDP Final Report (PPSAI recommendations) in 2016, with
significant implementation work completed prior to GDPR. This implementation work on the
PPSAI recommendations was paused in September 2019 due to overlapping issues being
considered in expedited policy work on registration data in the GNSO.

The PPSAI Final Report recommended establishing requirements related to requests for
disclosure of nonpublic privacy and proxy customer data and included an lllustrative Disclosure
Framework for requests from intellectual property rights holders. ICANN org also worked with
the 2016 IRT to draft a proposed framework for the handling of disclosure requests from law
enforcement. These draft frameworks contained minimum standards and timeframes for privacy
and proxy service providers to process requests. Neither the policy recommendations nor the

' A proxy service allows a customer to use a domain name without displaying any of the

customer's information in Registration Data Directory Services (RDDS). The proxy service provider is the
registrant of record (the registered domain name holder) and provides its own name and contact
information in the RDDS. This service is legally distinct from a privacy service because the proxy service
provider is the registered domain name holder (which attaches certain legal rights and

responsibilities for a domain). The proxy service provider licenses use of the domain name

to the customer via its agreement with the customer.
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draft disclosure frameworks contain requirements for which data must be disclosed under which
circumstances. The decision on any given disclosure request remains at the discretion of the
relevant provider.

The SSAD Operational Design Assessment (ODA) pointed to several challenges, including
requestor confusion and delayed response times, that a lack of specific provisions on
registrations under proxy and privacy services might pose to system operations in an SSAD. It
also noted that implementation of the 2015 GNSO PPSAI policy recommendations would not
remedy the identified issues because the respective evaluation processes and timelines in the
PPSAI and Phase 2 Final Reports are not aligned. The current PPSAI IRT has considered these
misalignments when exploring how the original PPSAI recommendations may be implemented.

It is also important to note that the initial agreed scope for the RDRS did not include processing
of disclosure requests for proxy customer data from the service providers. Although the RDRS
was not built specifically to process requests for data held by proxy service providers, nothing
prevents existing registrars with affiliated proxy services from processing such requests via the
RDRS. However, some registrars have expressed concern with disclosing underlying proxy data
from affiliated entities that do not have contracts with ICANN.

ICANN org also does not have a comprehensive view of which registrars currently participating
in the RDRS pilot may be disclosing underlying privacy or proxy customer data from their
affiliated entities. That said, one large registrar indicated during a public ICANN81 session that
they are using RDRS for privacy/proxy requests for the underlying customer contact data from
their affiliated entities.

Urgent Requests and the RDRS

The Board’s decision to defer action on the ICANN79 San Juan Communigué Advice (11 March
2024) and ICANNSO Kigali Communiqué (17 June 2024) Advice is reflected in the 5 May 2024
and 7 September 2024 Board resolutions in connection with the ICANN Board letter to the
GNSO Council (3 June 2024) on urgent requests and the GNSO Council’s response (29 August
2024). As a result, the GAC proposed to the ICANN Board on 15 October 2024 that two tracks
for urgent requests proceed in parallel: (1) An authentication track to explore possible
mechanisms to authenticate law enforcement requestors, and (2) a policy track to determine an
appropriate response time for authenticated urgent requests. GAC discussions with the Board
and the GNSO Council on the issue continued during ICANN81, resulting in two trilateral
discussions with the GNSO Council, GAC, and ICANN Board. During the GNSO Council’'s 19
December 2024 meeting, the GNSO Council considered the IRT's previous discussions
regarding the separate timeline for urgent requests and noted the IRT could not agree to a
timeline, in part, because of the lack of a global authentication mechanism.

Therefore, in light of the GAC's two-track proposal to develop such a mechanism, while
continuing timeline discussions within the EPDP Phase 1 IRT, the Board, GNSO Council, and
GAC reached an agreement during their second trilateral meeting on 12 February 2025 to
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continue implementation work on Recommendation 18 of the EPDP Phase 1 Final Report.
Recommendation 18 specifically relates to identifying an appropriate timeline to respond to
urgent requests for lawful disclosure. On 27 March 2025, the GNSO Council further
acknowledged and agreed with the GAC’s suggestion that the discussion regarding the
response time for urgent requests with the assumption of an authentication mechanism being in
place should continue within the EPDP - Temp Spec Phase 1 IRT, and subsequently asked that
ICANN org resume IRT meetings. The initial agreed scope for RDRS did not include urgent
requests. The scope also did not include an authentication mechanism because the SSAD ODA
determined authentication to be the driver of high costs.

ccTLDs and the RDRS

The ICANN Board, GAC, and community have discussed ccTLDs’ participation in RDRS over
the past 19 months of the pilot. In the ICANN81 Istanbul Communique, the GAC asked whether
ccTLD managers were interested in participation in RDRS on a voluntary basis. However, the
Country Code Names Supporting Organization (ccNSO) expressed concern regarding the
technical feasibility of participating given the “challenges posed by diverse national policies and
regulations that may affect ccTLD operators.” In the ICANNS82 Seattle Communique Advice (17
March 2025), the GAC also encouraged the ICANN Board and the ccNSO to “explore ways to
overcome the existing technical challenges to allow for participation.” The RDRS pilot did not
include ccTLDs for the following reasons: (1) the pilot’s focus was metrics and usage data for
gTLDs; (2) ccTLD registries do not have contracts with ICANN; and (3) ccTLDs are not subject
to ICANN'’s consensus policies for gTLDs. However, ICANN org is considering operational
options for voluntary ccTLD participation in RDRS or a successor system.
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