.com Registry Agreement Appendix 3A
Zone File Access
(Effective as of the Updated Bulk Zone File and Whois Service Effective Date)
1. Third-Party Zone File Access
1.1 Zone File Access Agreement. Registry Operator will enter into an agreement with any
Internet user, which will allow such user to access an Internet host server or servers designated
by Registry Operator and download zone file data. The agreement will be standardized,
facilitated and administered by a Centralized Zone Data Access Provider, which may be ICANN
or an ICANN designee (the “CZDA Provider”). Registry Operator (optionally through the
CZDA Provider) will provide access to zone file data per Section 1.3 of this Appendix and do so
using the file format described in Section 1.4 of this Appendix. Notwithstanding the foregoing,
(a) the CZDA Provider may reject the request for access of any user that does not satisfy the
credentialing requirements in Section 1.2 below; (b) Registry Operator may reject the request for
access of any user that does not provide correct or legitimate credentials under Section 1.2 below
or where Registry Operator reasonably believes will violate the terms of Section 1.5. below; and,
(c) Registry Operator may revoke access of any user if Registry Operator has evidence to support
that the user has violated the terms of Section 1.5 below.
1.2 Credentialing Requirements. Registry Operator, through the facilitation of the CZDA
Provider, will request each user to provide it with information sufficient to correctly identify and
locate the user. Such user information will include, without limitation, company name, contact
name, address, telephone number, facsimile number, email address and IP address.
1.3 Grant of Access. Each Registry Operator (optionally through the CZDA Provider) will
provide the Zone File SFTP (or other Registry supported) service for an ICANN-specified and
managed URL (specifically, <TLD>.zda.icann.org where <TLD> is the TLD for which the
registry is responsible) for the user to access the Registry’s zone data archives. Registry Operator
will grant the user a non‐exclusive, nontransferable, limited right to access Registry Operator’s
(optionally CZDA Provider's) Zone File hosting server, and to transfer a copy of the top-level
domain zone files, and any associated cryptographic checksum files no more than once per 24
hour period using SFTP, or other data transport and access protocols that may be prescribed by
ICANN. For every zone file access server, the zone files are in the top-level directory called
<zone>.zone.gz, with <zone>.zone.gz.md5 and <zone>.zone.gz.sig to verify downloads. If the
Registry Operator (or the CZDA Provider) also provides historical data, it will use the naming
pattern <zone>-yyyymmdd.zone.gz, etc.
1.4 File Format Standard. Registry Operator (optionally through the CZDA Provider) will
provide zone files using a subformat of the standard Master File format as originally defined in

RFC 1035, Section 5, including all the records present in the actual zone used in the public DNS.
Sub-format is as follows:
1. Each record must include all fields in one line as: <domain‐name> <TTL> <class> <type>
<RDATA>.
2. Class and Type must use the standard mnemonics and must be in lower case.
3. TTL must be present as a decimal integer.
4. Use of \X and \DDD inside domain names is allowed.
5. All domain names must be in lower case.
6. Must use exactly one tab as separator of fields inside a record.
7. All domain names must be fully qualified.
8. No $ORIGIN directives.
9. No use of “@” to denote current origin.
10. No use of “blank domain names” at the beginning of a record to continue the use of the
domain name in the previous record.
11. No $INCLUDE directives.
12. No $TTL directives.
13. No use of parentheses, e.g., to continue the list of fields in a record across a line boundary.
14. No use of comments.
15. No blank lines.
16. The SOA record should be present at the top and (duplicated at) the end of the zone file.
17. With the exception of the SOA record, all the records in a file must be in alphabetical order.
18. One zone per file. If a TLD divides its DNS data into multiple zones, each zone goes into a
separate file named as above, with all the files combined using tar into a file called
<tld>.zone.tar.
1.5 Use of Data by User. Registry Operator will permit user to use the zone file for lawful
purposes; provided that (a) user takes all reasonable steps to protect against unauthorized access
to, use of, and disclosure of the data, and (b) under no circumstances will Registry Operator be
required or permitted to allow user to use the data to (i) allow, enable or otherwise support any

marketing activities to entities other than the user’s existing customers, regardless of the medium
used (such media include but are not limited to transmission by e-mail, telephone, facsimile,
postal mail, SMS, and wireless alerts of mass unsolicited, commercial advertising or solicitations
to entities), (ii) enable high volume, automated, electronic processes that send queries or data to
the systems of Registry Operator or any ICANN-accredited registrar, or (iii) interrupt, disrupt or
interfere in the normal business operations of any registrant.
1.6 Term of Use. Registry Operator, through CZDA Provider, will provide each user with access
to the zone file for a period of not less than three (3) months. Registry Operator will allow users
to renew their Grant of Access.
1.7 No Fee for Access. Registry Operator will provide, and CZDA Provider will facilitate,
access to the zone file to user at no cost.
2. Co‐operation
2.1 Assistance. Registry Operator will co-operate and provide reasonable assistance to ICANN
and the CZDA Provider to facilitate and maintain the efficient access of zone file data by
permitted users as contemplated under this Appendix.
2.2 ICANN Access. Registry Operator shall provide bulk access to the zone files for the TLD to
ICANN or its designee on a continuous basis in the manner ICANN may reasonably specify from
time to time. Access will be provided at least daily. Zone files will include SRS data committed as
close as possible to 00:00:00 UTC.

